MAKHADO LOCAL MUNICIPALITY 

DRAFT STRATEGIC AND OPERATIONAL RISK ASSESSMENT REGISTER 
( 2020 / 21 ) 


NO. 

OBJECTIVES 

RISK DESCRIPTION (OPERATIONAL RISKS) 

RISK FACTOR 

INHERENT RISK RATING 

CURRENT CONTROL 

CONTROL 

EFFECTIVENESS 

CURRENT 

ASSESSMENT 

FACTOR 

RESIDUAL RISK 

RATING (CURRENT 
EXPOSURE) 

RISK RESPONSE 





Likeli hood impact IRR 







Strategic Risk No.l: Inadequate Services Delivery Imperatives and Maintenance 


Inadequate / inconsistent water 
supply. 

Poor intergovernmental relation. 

Inbalance between the demand 

and current sources of water 
supply. 

5 

5 

Conterminated water tankers and 
lines. (Emerging risk) 

Inadequate maintenance of water 
lines. 

Inadequate chlorination 

5 

5 

Ageing Infrastructure (Electricity) 

Financial Constraint 

Available bulk supply from Eskom. 

5 

5 

Electricity bulk supply (Emerging risk) 

Financial Constraint 

Insufficient capacity 

5 

5 

Ageing Infrastructure (Roads) 

Financial Constraint 

5 

5 

Failure to perform preventative 
maintenance of infrastructure 

Internal Control System and 
Financial Constraint 

5 

5 

Deterioration of roads infrastructure 

Inadequate funding for 
Maintenance of roads 

infrastructure 

4 

5 


Boreholes to augment bulk supply of 
water. 

Internal distribution of available water. 

30% 

7.5 

Environmental Officer taking water 
symbols on a monthly basis. 

30% 

7.5 

Limitation of capacity development 
control 

30% 

7.5 

Managing the current electricity capacity 

30% 

7.5 

The contractor has been appointed for 
rehabilitation of roads in town 

50% 

12.5 

Maintenance plan 

30% 

7.5 

The contractor has been appointed for 
rehabilitation of roads in town 

30% 

6 


Exploit 


Exploit 
























































































1.11 


1.12 


1.13 


Inadequate investment in new 
infrastructure 

Lack of funds 

5 

5 

Inadequate usage of other Existing 
recreational facilities 

99 year lease 

Loss of revenue 

5 

5 

Inadequate Development and 
maintenance of parks and 
recreational facilities 

1. insufficient funds 

2. Unavailability of water and 
irrigation system 

5 

5 

Inadequate revenue collection 
mechanism in Traffic management 

Unavailability of traffic revenue 
collection system 

Inadequate Justice system 
regarding cancellation of traffic 
fines 

5 

5 

Inadequate waste disposal 
facilities and resource in rural 
Areas 

insufficient fund to develop waste 
facililities in rural areas 

5 

5 

High electricity distribution losses 
(Technical and Non-technical losses) 

llegal connections 

Theft 

Inherent system losses 

4 

5 


Municipal Capital Budget 

10% 

2.5 

Management of 99 year leases 

10% 

2.5 

None 

10% 

2.5 

To source the traffic revenue 
management system 

50% 

12.5 

Utilisation of current limited waste 
disposal facilities 

30% 

7.5 

Continous meter audit and monitoring 

20% 

4 


Strategic Risk No.2: Financial Sustainability 


Inadequate strategies for financial 
sustainability 

Information /consumption of 
services not always equating to 
billing 

5 

5 

Distribution losses / Financial 

Old electricity infrustructure on 
network resulting in electricity 
losses and illegal connections 

5 

5 

Potential operational inefficiencies & 
losses, theft, misappropriation 

Meter systems not having 
sufficient technology to monitor 
electricity consumption 
irregularities independantly 

5 

5 


Implementation of revenue 
enhancement strategy 

Debt collectors to accelerate revenue 

collection 

30% 

7.5 

Monthly distribution loss report 

30% 

7.5 

Implementation of applicable 
operational policies and procedure 

10% 

2.5 




Exploit 






















































































Sound financial 
management and viability 


Loss of revenue due to illegal 
connections of electricity 

Meter systems not having 
sufficient technology to monitor 
electricity consumption 
irregularities independently 

5 

5 

Inaccurate Asset register 

Asset changes in value or 
conditions may not always be 
updated timeously in asset 
register 

5 

5 

Supply chain management not fully 
functional as per requirement 
(Demand and Contract) 

Lack of defined hr plan on 
recruitment strategies for key 
positions. 

5 

5 

Delays in procurement 
of goods and services. 

Poor planning. 

Lack of co-operation 
from other 
departments. 

5 

5 

Possible duplicate Payments 

Inadequate supervision and 
verification 

4 

5 


Monthly meter reading 

Improved data transfer of readings 

30% 

7.5 

Continuous physical verification bi- 
annually 

10% 

2.5 

Utilisation of personnel in place 

10% 

2.5 

Reliance on Internal approved 
Memorundums by the Accounting Officer 

30% 

7.5 

Reliance on the attached supporting 
documents 

50% 

10 



Exploit 


Strategic Risk No.3: Inadequate ICT governance & ICT Delivery risk 


24/7 Municipal Call centre was 
automated on 1 August 2017; 
presently it has no backup to ensure 

continuous internet connection 

Call centre system not accessable 
to both customers and Internal 

users 

5 

5 

Duplicate DR Facility is not informed 
by BIA and BCP 

The replicate server infrastructure 
facility can be placed at 
unsuitable venue ito BIA outcome 

5 

5 

Replacement is ad-hoc and mostly 
based on irrepairable or because it 
is inoperable outdated 

ICT HW & SF ad hoc replacement 
is not informed by economic, 
effective & efficient principle 

5 

5 

Governance policy documents now 
completed; next level to maturity is 
accurate implementation 

SOP not documented for 

reference and ease of use 
purposes; practise not aligning to 
Policies result in control 

5 

5 

First time ever ICT Strategic Plan; all 
BPOs are co-owners; ICT only 
coordinates 

Council strategy not implemented 
& Council not informed; ICT not 
optimized for business benefits 

5 

5 

New function of firewall 
management and control 
commenced on 1 August 2017; 
insufficient capacity 

Not maturing in internal firewall 
management and continue 
dependence on external SP 

5 

5 

System administrator activites are 
not reviewed by means of direct 
access to electronic system logs 

Defficiencies in internal control 

system 

5 

5 


Continuous connectivity via Telkom line 

10% 

2.5 

Continuity of ICT services as per DRP for 
ICT Continuity, 2017 

10% 

2.5 

Replace hardware and software 

50% 

12.5 

Policies and Procedure Manuals 

50% 

12.5 

Implement Year 1 of 5 Year ICT Strategic 
Plan 

30% 

7.5 

ICT Security 

30% 

7.5 

Supervision of system administrator 

activities 

10% 

2.5 


Good Governance and 
Administrative Excellence 




Exploit 


Strategic Risk No.4: Fraud, Theft and Corruption 














































































































Inadequate detection techniques 

Weak Internal Control Systems 

5 

5 

Conflict of interest & SCM-related 
fraud, corruption and bribes 

Human Capital 

5 

5 

Cheque, Cash fraud 

Human Capital and Internal 
Control System 

5 

5 

Inadequate or no supervision, weak 
internal-control environment or 
system 

Human Capital and Internal 
Control System 

4 

5 

Low honesty scale and poorly 
motivated staff 

Human Capital and Internal 
Control System 

5 

5 


Compliance with Municipal fraud and 
Corruption policies and strategies 



Utilisation of Risk Assessment Report 



Utilisation of Internal Audit and external 

Audit Services. 

50% 

12.5 

Whistle-blowing mechanism 



Compliance with SCM policies 

Declaration of Interest 

30% 

7.5 

Daily reconciliation 
-Cash Security Management System 
-Compliance to petty cash policy 
-Surprise Cash count Audit 

50% 

12.5 

Adherence to Municipal policies and 
procedures 

30% 

6 

None 

10% 

2.5 


Good Governance and 
Administrative Excellence 


Sound Financial Management 
and Viability 


Strategic Risk No.5: Inadequate skill set due to inability to attract & manage talent 


Poor succession and retention 
planning 

Internal Control system 

5 

5 

Abuse of overtime. 

Excessive use of 

overtime. 

Poor planning. 

Lack of accountability 
by management. 

Shortage of staff. 

5 

5 

Too much reliance on interns and 

Non Compliance National Treasure 
Programme 

Poor planning. 

Shortage of staff. 

5 

5 

Payment of salaries to non existing 

employees (Ghost 

employees) 

Lack of supporting 
documentation on 
recruitment processes followed 
(new appointment) 

IE Poor management of payroll 

5 

5 


Staff Retention strategy policy 

30% 

7.5 

Reliance on HODs monitoring process 

30% 

7.5 

Review of Organisational Structure 

30% 

7.5 

Payroll 

management 
processes in 
place 

30% 

7.5 


Invest in Human Resource 


Good Governance and 
Administrative Excellence 
































































































Ineffective records management 

Lack of efficient use of filling 
system 

Lack of Accountability 

Lack of Understanding 

5 

5 

Inadequate training or capacitating 
of staff 

Internal Control System and 

Human Capital 

5 

5 



Utilisation of the current approved file 
plan 

30% 

7.5 


Control 

Training of officials is a continuous 
process of HR 

All trainning needs are being identified 
from the WSP 

Training committee is involved in training 
matters 

50% 

12.5 

12.5 

Control 


Strategic Risk No.6: Health, Safety & Security risks and Environmental welfare 


Promote Community and 
Environmental welfare 


Non-application of environmental 
management plan (medical waste, 
water shortage of toilet usage) 

Non-compliance to OHS 

Environmental pollution 

5 

5 

Failure to adhere to 

Occupational Health 
and Safety Act. 

Lack of understanding 
by staff. 

Injury or death on duty. 

Loss of or damage to 
property. 

Financial loss 

5 

5 

Failure to comply with 

Environmental 

Management Act. 

Lack of understanding 
of the act. 

Lack of capacity. 

Lack of Municipal By-Laws. 

5 

5 

Impact of HIV/AIDS and other 
serious communicable diseases 

Human Capital and Internal 
Control System 

4 

5 


OHS plan developed and approved 

30% 

7.5 

OHS plan developed and approved 

10% 

2.5 

Environmental Management Plan 
developed and adhered to. 

30% 

7.5 

Quarterly Awareness campaign 

30% 

6 


Exploit 


Strategic Risk No.7: Non Compliance with Legislation 


7.1 

Good Governance and 

Administrative Excellence 

Non-compliance with Laws, 
regulations and policies. 

Non-availability of compliance 
checklist register 

Inadequate staff capacity on Risk 
and Internal Audit 

5 

5 

7.2 

Compliance not integrated in 
operations 

Non-availability of compliance 
register 

5 

5 


Ad-hoc assignement of governance 
responsibities. 

50% 

12.5 

None 

10% 

2.5 





































































































Strategic Risk No.8: Contracting & Contract Risk 


Sound financial management 
and viability 


Municipal-wide contract 
management framework 

Internal Control System and 
Human Capital 

5 

5 

Poor Contracting procedure 

Internal Control System and 
Human Capital 

5 

5 

Poor quality of 
services/workmanship 

Internal Control System and 
Human Capital 

5 

5 

Contract failure or misalignment 
causes financial losses 

Internal Control System and 
Human Capital 

5 

5 

Inadequate supervision of contract 
or performance monitoring 

Internal Control System and 
Human Capital 

5 

5 


Reliance on SLAs between the 

Municipality and the service provider 

30% 

7.5 

Reliance on SLAs between the 

Municipality and the service provider 

30% 

7.5 

PMU manager monitor all MIG projects 



User department monitors sectional 
projects 

50% 

12.5 

Proper Planning 

30% 

7.5 

Reliance on SLAs between the 

Municipality and the service provider 

30% 

7.5 


Strategic Risk No.9: Ineffective Spatial Planning 


Advance Spatial Planning 


Illegal demarcation of sites 

Internal Control System (Lack of 
coordination between Traditional 
Leaders and Municipality 

5 

5 

Unavailability of land and 
inadequate funds and capacity 

Internal Control System and 
Financial Constraint 

5 

5 

Insufficient Budget to acquire 
privately owned land 

Internal Control weakness and 
Oversight by Management 

5 

5 

Lack of an intermodal facility in 
Makhado Town 

Internal Control system 

5 

5 

Undeveloped industrial sites 

Internal Control system 

5 

5 

Available residential sites not 

serviced 

Internal Control system 

5 

5 

Internal Contravention of building 
regualation 

Weak Internal Control Systems 
(working in silos) 

5 

5 


None 

30% 

7.5 

Engagement with the Department of 

Rural Development and Land Reform. 

30% 

7.5 

None 

10% 

2.5 

None 

10% 

2.5 

10 sites have been identified 

50% 

12.5 

None 

10% 

2.5 

None 

10% 

2.5 



Exploit 


Exploit 


Exploit 


Exploit 























































































































Good Governance and 
9.8 Administrative Excellence 


9.9 Invest in Human Resource 


Sound financial management 
and viability 


Promote Community and 
Environmental welfare 


9.11 


9.12 


9.13 


9.14 


Delay in finalistion of contravention Weak Internal Control Systems 
of notices by legal service section (working in silos) 


Inadequate Monitoring of lease 
agreement between the 
Municipality and the leassee 


Weak Internal Control Systems 
(working in silos) 


5 


Inadequate capacity of officials 
responsible for implementation of 
Housing Project 


Human Capital 


5 


Community unrest over allocation of 
houses or Unit Flat 


Human Capital 


5 


Inability to meet timeframe as per 
Housing Programme implementation 
plan 


Human Capital 


5 


Insufficient financial resources to 
support the Housing Programme 
implementation processes. 

Inadequate Criteria of allocating 
Houses to Members of Communities. 
E.g. [Race, Gender, Age, disability 
and Monthly/Annual Income] 


Financial Constraint 


Internal Control System 


5 


5 


5 


5 


5 


5 


5 


5 


5 


None 

10 % 

2.5 

None 

10 % 

2.5 

Engagement of service providers/ 
CoGHSTA to assist with complex 
implementation stages of the Housing 
Project. 

30% 

7.5 

None 

10 % 

2.5 

Adherence to Municipal Housing Project 
Plan 

30% 

7.5 

None 

10 % 

2.5 

None 

10 % 

2.5 


Control 


Control 


Control 


Control 


Control 


Control 


Exploit 























































MITIGATING STRATEGY 

RISK OWNER 

TIME FRAME 





Continuous Monitoring 

DTS 

On-going 

Continuous Monitoring 



Continuous Engagement with District 
IGR Committee meetings 

DTS/DCOM 

On-going 

Secure funds to increase intake 
capacity from Eskom at various intake 
points 

DTS 

On-going 

The Municipality is still waiting for the 
appointed service provider to advice o 
way forward. 

DTS 


Recapitalization of infrastructure 

DTS 

On-going 

Full implementation of maintenance 
plan 

DTS 

30/06/2019 

Recapitalization of infrastructure 

DTS 

31/12/2019 

































Full implementation of maintenance 
plan 

DTS 

Quartely 

To revoke the 99 year lease agreements 

To review the 99 year lease agreements 

Dcoms 

Quarterly 

To source the mechanism of funding 
for the development of parks and 
recreational facilities 

DCOMS 

Quarterly 

To source the traffic revenue 
management system 

Continuos engagement with the 

Justice Department 

Dcom 

Quarterly 

To source the extra waste disposal 
facilities and resources 

DCOMs 

31-Dec 

MAKHADO/DBSA joint initiative to 
research on electricity losses. 

DBSA contract signed off, scheduled 
project analysis of network electricity 
scheduled to begin with technical 
Department by end of April 2015 

DTS 

Quarterly 


Fully implementation of revenue 
enhancement strategy 

Continuous Monitoring on Debt 
Collectors to accelerate revenue 

collection 

CFO 

Quarterly 

reporting 

Fully implementation of credit control 
policy 

Meter Audit for all properties 

Engage external service providers. 

CFO and DTS 

30/06/2019 

Strengthen compliance of policies and 
procedure. 

Senior management to set the tone 

CFO and DTS 

On-going 
































Meter Audit for all properties 

Disconnection and Penalisation of 

offenders 

CFO and DCSS 

On-going 

Continuous physical verification bi- 
annually 

-Reliance on Service providers (e.g. 
Engineers & Valuer) for technical 
aspect on infrastructure assets and 
impairment assessment 

CFO and all 

Directors 

Twice per year 

Improve the capacity by filling of 
vacant post. 

CFO 

31/06/2019 

Enforcement adherence to 
procurement plan 

CFO 

On-going 

Enhancing Financial system to detect 
all payments processed and be able to 
indicate if this might be a duplicate 
payment 

CFO 

31/12/2019 


Instal back-up internet connection at 
24/7 municipal call centre; enhance 
training of call centre attendants 

DCS 

31/07/2019 

Perform BIA before creating the 
intended duplicate server room facility 
in Dzanani 

DCS 

31/07/2019 

Compile Hardware Refresher Plan for 
all ICT Infrastructure (HW & SW) 

DCS 

30/6/2019 

1. Align daily practises to approved 
Policies. 2. Document procedures 

DCS 

Continuous 

Each department must appoint its BPO 
Champion to ensure implementation 
and quarterly reporting to Council 

DCS 

30/11/2019 

Enhanced training for firewall 
operations & its oversight 

DCS 

30/07/2019 

Enhance supervision over system 
administrator activities, both internal 
and external; training for 
management to perform task; appoint 

DCS 

31/12/2019 






































Continuous Monitoring and review of 
the following Policy and strategy: 
o Whistle-blowing Policy 
o Fraud Response Plan 
o Fraud management Policy 
o Fraud and Corruption 
investigation procedure Manual 

-Internal and External Audit Services 
-Risk Assessment Report 

MM 

Quarterly 

Continuous Monitoring and Training of 
officials 

Disciplinary Processes 

MM and CFO 

On-going 

Regular Monitoring 

CFO 

On-going 

Compliance Enforcement of Municipal 
policies and procedures 

Top Management to set tone 

All Directors 

On-going 

Adherence to Work Skill Plan 

EAP to facilitate the Staff motivational 

sessions 

Strengthen working relationship 
between management and staff 

DCOSS 

On-going 


Implementation of Retention Strategy 

Increment of car allowance and Insure 
all cars belonging to officials entitled 
for car allowance 

DCS 

First Quarter 

Fully Implementation of the reviewed 
Overtime Policy 

Accounting to authorise all overtme 
requested 

All Line Manager to be accountable for 
all overtime requested 

DCS 

On-going 

All prioritised posts to be filled before 
end of the current financial year. 

Fully adherence to National/Provincial 
Treasury Programmes 

DCS 

30-Jun-19 

Audit of employees to be implemented 

DCS 

Quarterly 



































To review the current system and 
adequate monitoring/supervision by 
line Manager 

DCS 

Quartely 

Fully Implementation of Training needs 
per Department and Section. 

Development of Training Monitoring 
System per Officials 

DCS 

First Quarter 


Appointment of service provider for 
removal and disposal of She-bins as it 
is categorised under medical waste for 
compliance 

Drilling and fitting of new boreholes 

DCOSS and DTS 

Quarterly 

Fully adherence of OFIS Plan and 

programmes 

OFIS Central Committee established 

DCS 

Quarterly 

Fully implementation of Environmental 
Management Plan 

Awareness campaign to be conducted 
on a regular basis. [e.g. illegal motor 
repairs dealers] 

DCOMS/DDP 

Quarterly 

To sensitise staff more often about the 
diseases affecting their live-hood 

Relocation of EAP Office to a better 
position (Confidential Purposes 

DCS 

Quarterly 


Compliance with applicable legislations 

MM and All 

Directors 

On-going 

Risk Management program Internal 
Audit program 

MPAC program 

Supervision and Monitoring 

MM 

On-going 





































Appointment of Contract Officer 

Development of Contract management 
framework 

Acquire contract management system 
software 

CFO and DTS 

30/06/2019 

Each Service provider or contract 
payment is only processed on the 
submission of a service level 
agreement as a supporting document 

Acquire contract management system 
software 

CFO and DTS 

30/06/2019 

Regular monitoring of project by PMU 
Manager or user department 

-Utilisation of completion certificate 

CFO and DTS 

On-going 

Appointment of consultant engineers 
in advance for MIG project 

Feasibility study to be conducted on 
administration contract 

CFO and DTS 

On-going 

Acquire contract management system 
software. 

Appointment of Contract Officer 

CFO and DTS 

30/06/2019 


The Department will continue to 
engage the Traditional Council when 
By-Law is in operation. It should be 
noted that the Municipality should 
have more budget for assistance. 

DDP 

Quarterly 

The land for the growth of Town is 

available but the main issue is that it is 
privately owned and will need money 
to buy if we need to grow, and also it is 
under claim hence the Municipality will 
continue to enage Land Claim 

Commissioner 

DDP 

Quarterly 

Plans need to be developed and 
thereafter motivate for budget 

DDP 

Quarterly 

To engage with the department of 
Transport regarding the development 
of intermodal facility 

DDP 

Quarterly 

Identification of pegs for dermacating 
of site. 

Technical to start with their services 

DDP 

Quarterly 

Technical to start with their 
engineering services (South of 

Pretorius street) 

DDP 

Quarterly 

Fully adherence and implementation 
of contravention issued by building 
section 

Building Inspection report should be 
attached to payment batches before 
processing of payment 

DDP 

Quartely 









































Legal service to fastract contravention 
of notices issued by building section. 

DDP 

Quartely 

Quartely monitoring of payment 
received from the leasee 

DDP 

Quartely 

Establishment of Housing Project 
Committee. 

Appointment of Housing Project 

Leader 

Continuous monitoring and evaluation 
by CoGHSTA 

DDP 

Next Financial Year 

Continuous Advocacy to Members of 
Community 

Accounting officer to set tone at top 

Continuous updating of housing 

Register 

DDP 

Next Financial Year 

Continuous engagement with relevant 
officials' responsible Housing Project 
Plan. 

Adherence to Housing Programme 
implementation plan 

To liaise with Officials responsible for 
this Project from CoGHSTA 

DDP 

Next Financial Year 

Provision of Housing Programme 

Budget for next financial year 

DDP 

Next Financial Year 

Development of housing policy, which 
it will accommodate the following 

Race, Gender, Age, Disability and 
Monthly/Annual Income 

DDP 

Next Financial Year 

















